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m Hours Answer All the Questions Marks: 40
Question 01 [CO 3, Level 3] [Marks 10]

Using the following 128-bit produced zero round key i.c. inputted key value from user, calculate the key
value for the first round key of ALS following key expansjon process.

38 [AA [ 1D | 2F
B9 [ F2 [84 |58
27 124 |71 | A3
18 [9F |26 | 69

Note: Consider the following AES S-Box for your calculation.
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02y [CO 4, Level 4] [Marks 5+5=10]
signature uses mathematical techniques to verify the authenticity and integrity of a message,
or digital document. It ereates a unique set of numeric values through specific algorithms, allowing
1 o identify the source of the message. While the digital signature is private at the start of the
X, it becomes public as the transfer progresses. _
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Question 03 [CO 3, Level 3] [Marks 515~ 0]
The most obvious use of a public key encryption syste ‘
system, a sender encrypts a message using the recipient's publi
private key can decrypt it

m 18 10 secure communication for' Privacy. In this
¢ key, and only the recipient’s corresponding

a. Construct a diagram based on the situation provided. |

b. Theencryption key of a public-key eryptosystem is public anc
is kept secret (private). You have two prime numbers p = 5and q =11,
19. Calculate your private key and encrypted value, justify your answer.

| different from the decryption kcy, which
as well as your public key ig

Question 04 ‘ [CO 3, Level 3] [Marks 5+5=10]

The DES algorithm uses a key 'of 56-bit size. Using this key, the DES takes a blocl_c of 64-bit plain text as
input and generates a block of 64-bit cipher text. Please answer the following question.

a. Detect the weakness of Classic Cryptographic algorithm. Explore how Shanon Feisel proposed the
solution to solve the problem. Explain with diagram.

b. NIST implemented the above Shanon Feisel’s proposed solution. Construct the solution with proper
caption.



