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Daffodil International University
Faculty of Science & Information Technology
Department of Computer Science and Engineering
Final Examination, Spring'24
Course Code: CSE423, Course Title: Information Security
Level: 4, Term: 2 Batch: 57
Time: 2 Hour Marks: 40

Answer ALL Questions
[The figures in the right margin indicate the full marks and corresponding

course outcomes. All portions of each question must be answered
sequentially.]

{l. al | A client of “TechGuard"” software company, receives an email that appears to be | §

| from therr bank. asking them to click on a URL 10 verify their account CO1

information. The email has the bank's logo and professional language. Upon

' clicking on the link the clients account got compromised immediately.

; ] Now explain what might have caused the security risk to trigger in this case and

L also illustrate how Al & MLucan be used to mitigate this risk,

1) | Rabeya is a senior developer at "DigiHealth," an online heulth care providing | §
platform that processes a large volume of sensitive patient date, inciuding personul

| dutuils, To ensure the authnuucuy of this sensitive data, she decided to utilize the /

/
|
1

A ql! A u.su:g (his nlgnmhm would ensure the authenticity of the dara.

!)m e the piovis, responsibilities and benefits of Incident Management briefly. | 5
ted € hacl Injémsiation "M“T“\ Officer (C (CISOY for “JobNet.” .:1|L 0 T co2
M onhng 100 g teement P'.llrun'n YOI are tashed  with
oproe 1 eomp hepsi@ secunty plan to safeguard the network infrsiructure, '
- wui AT Y pl.lnmm
Lour responsibiity 0 develop a !h(\ruugit jtrcunt\'__s_l_nii__cgﬂ amed 1

sfcguarding the CIALof the system. This strategy must encompass defenses
- against puu.mml networi threats. known and unknown attacks and data security.

b) ' (Jl’l 40 s a chytbor developed by OpenAl uses both fsupervised and
mnl’nrumun' learning tccluuqm.-. for its training purposes. Unlike “traditional
Ssearch engires, GPT 4.0 is unique. For example, it canévrite and debug computer

| programsycompase musie. teleplave. farv ales and eocave; answer e, and wiiie |

< poeny angesong dynesy It's tmining data includes ml’onnn!mn about Internet
‘ phenomena and programming languages. Discover the risk scenarios that can be
inggered using GPT 4.0 based on the information provided above and also

| analyze the overall sk ratingl according to your analysis of theyrisk likelihood" |
| and, risk impact factor
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: 5 a}TEaJnm ik a 30-year-old <oftware cnmineer with a deep understanding of
- programmung and cybenecunty. Frustrated with the politicai ciimate and eager 10
'makc = ostalcinent, Ralum decides 1o hack mto a2 prominent news websile,
“DatlyNews Online.” which he believes is biaced in itx reporting. His goal s 10

legitimate journalists.
Analyze what potential legnl consequences could he face under Digiml Scecunty

w and post fabrnicated articles to spread misinformation. After T
successful intrusion, Rahim posted several false news articles under th__gynsc_QL

n
|
f [ c1-20187
| ]

b) 1' ]I'lnstr:uc how Parents can be used 1o safégua 1ard Inicllectual 'prc;ffén?csﬁ
|




